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Chapter. I The Paradox of Gexuaan High-Level Cryptography 

Paragraph 



German high-level cryptographic systems were 

insecure, although brilliantly conceived. ... ........ . l 



German military cryptographers had secure cipher 

devices under development 2 

German security studies revealed only theoretical 

weaknesses of their cryptography... 2 

Interrogation of Anglo-American prisoners failed to 

disclose German cryptographic weaknesses 4 



1 . German high-level cryptographic systems were insecure , 
although brilliantly' "conceived-- German high-level crypto- 
graphy was brilliantly conceived (as will be shown in this 
volume) but more brilliantly conceived cryptanalytic pro- 
cedures and large expenditures in manpower and machinery by 
the United States and Brisish Governments, in one of the 
most dramatic chapters of World War II, accomplished daily 
solutions of • German high-level systems that cost Germany 
heavily, if they did not, as some believe, bring about actual 
defeat. For instance: 

a. The German Air Force lost the Battle of England In 
.1940, partly because it entrusted bomber- target information 
to the insecure Air Force Enigma. 1 Unknown to and even un- 
suspected by the Germans, their operations from this date 
pn.were constantly embarrassed by the cryptographic insecurity 
of this machine. 

b. The German Army suffered terrific casual and 

losses of materiel in Africa and on the continent because 

_of_ blind .faith in two of its high level military cryptographic 
machines: the Army Enigma, and the teleprinter cipher attach- 

ment ' 5 SZ-42. ,, Both were Insecure. 

^The great debt England owes it'. cryptanalysts is to be re- 
corded in a history of the Government Code and Cypher School, 
London, to be available in the fall of 1946. The statement 
here is based on verbal Information from intelligence officers 
and cryptanalysts of the School, and awaits proper documenta- 
tion. This history will also Include data regarding the 
German Army and Navy Enigmas . 

^A written report by Brigadier E. T. Williams, chief intelli- 
gence officer to Field Marshall Montgomery, 5 October 194-5, 
to be Included in the Government Code and Cypher School his - 
tor y, gives specific examples bearing out this statement. 
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c. The German Navy lost a staggering number of submarines 

for a similar reason: insecurity of the Enigma, Navy version.^ 

d. The German Foreign Office employed three main systems, 
all insecure. Two of them (the Deutsches Satzbuch unenciphered, 
and the Deutsches Satzbuch enciphered by "Floradora, ") were 
read during the war; the third system (a "one time pad," Army 
Security Agency trigraph "GEE") was read only in the last 

six months of war, but gave information of much military value 
against the Japanese. 

, 2. German military cryptographers had secure cipher 
devices under development ^- It is a paradox that German high* 
level cryptography was a "practical" failure and at the aame 
time German military cryptographers had so many secure devices 
in various stages of development. 

a. One simple item alone, a "variable-notch" rotor, would 
probably have prevented Anglo-American attempts at reading the 
Enigma after 1942, if it had been produced in quantity and 
installed. This rotor was called "Lueckenfuellerwalze. "4 




^The real truth behind these losses has been and still is at 
this writing (May 1946) so carefully concealed that the 
following,, statement by Admiral Doenitz in the Nuremberg trial 
is of considerable interest: "The Battle of the Atlantic was 

nearly won prior to July 1942, when German losses were within 
reasonable limits. But they jumped 300 per cent when Allied 
aircraft, aided by radar, which came like an epileptic stroke, 
were used in the fight." He reported 640 to 6?0 submarines and 
30,000 men lost as a result of British and American action. 

__(See IF 259). A capbured, unsigned, naval report dated 1944, 
evidently sent to the Navy High Command regarding cipher security, 
stated: "... . the high degree of efficiency of the enemy's 

aircraft Radar, so often surprising, has received remarkable 
_and -decisive assistance from directions based on the results 
of the direction finding service." (See IF 142)„ It was never 
! realized that cryptanalysis, rather than radar and direction 
finding, disclosed the positions and Intentions of the German 
submarines. 

11; I 104 pp 2,3 
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